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Q2  200 9  Internet Threats Trend Report  
New Trojan Variants Stump Most Major AV Engines  

 
July 14 , 2009  

 
Introduction  

 
The major news of the second quarter 

was the massive rise in email -borne 

viruses not caught by major anti -virus 
engines. One explanation for the 

dramatic rise is the appearance of 
aggressive new variants of several 

different Trojans. Anti -virus companies 
have been unable to produce new 

signatures in time to protect their 
customers. Some companies try to 

develop generic signatures, but these 
have proven ineffective in an outbreak 

of this size.  
 

Thr oughout the quarter, there was an 
increase in the number and complexity 

of legitimate sites hijacked by hackers. 

Once -popular image spam also made a 
comeback this quarter with new tactics 

to bypass some  anti -spam engines.    
 

Another popular tactic this quarter was 
the use of current events to appeal to 

the emotional senses of recipients 
around the world. Global events 

including the death of pop superstar, 
Michael Jackson, and the spread of the 

swine flu were popular spam subje cts.   

Q2  2009 Highlights  

 Spammers and malware 

distributers used current 

events including the Swine Flu 

epidemic and death of Michael 

Jackson to spread their 

messages.  

 Sites in the ñHealthò and 

ñWeb -based emailò categories 

topped the list of Web 

categories manipulated by 

phishing schemes.  

 ñBusinessò was the Web site 

category most infected with 

malware.  

 An average of 376,000 

zombies were newly activated 

each day for the purpose of 

malicious activity.  

 Image -based spam returned 

with new t actics foregoing 

MIME- format standards to 

bypass some anti - spam 

engines.  

 Spam levels averaged 80% of 

all email traffic throughout the 

quarter, peaking at 97% in 

April and bottoming out at 

64% in June.  

 Brazil continues to produce 

the most zombies, responsi ble 

for 17.5% of global zombie 

activity.  
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Sharp Rise in Number of Viruses Missed by  
Major AV Engines  
 

From late May through June, Commtouch Labs identified  a sharp rise in the number 
of new viruses being circulated via email that were not caught by the major anti -

virus engines. There were several malware outbreaks whose wide distribution 
caused malware numbers to temporarily and exponentially increase from th e 
consistently low quantities of malware distributed via email  during the past 18 

months.  
 

One explanation for the dramatic rise is the appearance of aggressive new variants 
of several different Trojans. With each new variant, there is a period of time dur ing 
which anti - virus companies recognize it and then develop new signatures to protect 

their customers. The companies have tried blocking new variants with a dedicated 
signature per variant. This method proved inefficient, so security vendors have 

begun to  develop generic signatures to block all variants of the same malware 
family. As demonstrated by this massive growth, the generic signatures have not 
proven to work against the recent variants.  

 

  
Jan Feb Mar Apr May Jun

Total viruses missed by major 
AV engines (Q1 & Q2 2009)

Massive  

High  

Source: Commtouch Labs  
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Source: Commtouch Labs  

Top 10 Viruses Missed by Major AV engines ( May 20 ï June 30, 2009)  
 

 MD5 Checksum  Common Name  

1  4be0d4b1dbc2d7ba92b6c920388ae4bb  Mal/WaledPak -A 

2  fa5f6094f90a001d1fc742c7c036be7a  Mal/FakeVirPk -A 

3  2c677cf98d1a4aa1f95ca456a6dfa18b  Troj/Agent -KBE 

4  53d15dc652a2534572981bab1e2eddf3  Troj/Agent -JZY 

5  c81ba436d85bba944adb74b86c90fae8  Mal/WaledPak -A 

6  1396f9770b2702312c76987ca31e6866  Mal/WaledPak -A 

7  7d06f4fc766b84faf02a91063946a96b  Mal/FakeVirPk -A 

8  de90a24f3dfb5c1c8d4a0a3104f3dd4a  Mal/WaledPak -A 

9  ad2b80463042d88056dc104c41e2a03e  Troj/Agent -KBJ 

10  c17e6929f32dd05d718c83c2aae219bb  Troj/Dloadr -CMT 

 
 

  



Q
2

 2
0
0

9
 I

n
te

rn
e

t
 T

h
re

a
ts

 T
re

n
d

 R
e

p
o

rt
 

 
 

 

Q2 200 9 Internet Threats Trend Report   Page 4  

blog.commtouch.com                          www.commtouch.com   
 

S
o

u
rc

e
: C

o
m

m
to

u
c
h
 L

a
b
s

 

Spam  
 

Companies around the world continue to send millions of unsolicited emails, 
clogging inbox es and decreasing productivity. This quarter saw a return of image 

spam and the use of current events to entice readers.  

 
Image Spam Returns  
 
The second quarter of 2009 saw the return of once -popular image spam. These 
messages, as seen in the recent sample below, consist of  an image 

(usually .jpg),  embedded into email messages using new tactics, foregoing MIME -
format standards, to bypass traditional spam filters. Spammers discovered that 

popular email clients like Outlook are not strict about image embedding formats; if 
an i mage is found by the email client, even if not inserted in the correct format, the 

email client will display it. Some anti - spam engines may fail to parse the image and 
will not detect it, thereby allowing it into the inbox.  
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United Nations 419 Scheme  

419  schemes  have circulated the 
Internet for many years . 
Examples include  email s 

claiming that the recipient has  
won $2,000,000 or that 
someone found a bank account 

that belonged to the recipientôs 
long lost relative and that he or 

she is  listed  as the beneficiary. 
These intricate scams have 
spanned many years and several  

unknowing individuals have been 
convicted of fraud or money 

laundering simply because they 
were fooled into believing the 
scams.  

In April, an  outbreak  put new life 

into the  419 schemes  seen in 
the past . As seen in the 

example, the email appears to 
have been sent from the United 
Nations.  

It message states:  

ñThis message is to all the 
people that have been scammed 
in any part of the w orld, the 

United Nations have agreed to compensate them with the sum of US$500,000. This 
includes every foreign contractors that may not have received their contract sum, 

and people that have had an unfinished transaction or international businesses that 
failed due to Government problems etc. ò 

They claim to have a database of victimsô names and instruct the recipient to 

contact ñJimò in Nigeria. Jim has $50,000 for each person that contacts him with 
bank account information.  

To further confuse recipients, the scammers included the United Nations logo and an 
official - looking footer image.  
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Simple Mistakes Lead to Spam Mess  

The mail merge feature has 

made life easier for 
administrative assistants 

and spammers around the 
world. With mail merge, it is 
simple to prepare 

personalized mail for a 
group of people ï whether 

itôs five people or 500 
thousand people. Mail 
merge is not 100% 

foolproof, and Commtouch 
Labs identified an outbreak 

in April proved i ts fallibility 
(see sample to the right).  

The image is missing and the text is an HTML mess. Upon  open ing  the mail with a 
text editor  (pictured below), it appears that there was a mistake replacing the 

%VARIABLE , where VARIABLE  should have been replaced by a corresponding value 
in the spammerôs database  (e. g. a URL or a name).  
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Spam Slips Through Gmail Filters  

Users of the Gmail free email service have 

become accustomed  to inboxes  that are 
nearly free of spam .  

Through  May and June , however, a bug in 

the Gmail spam filters changed this. Some 
Gmail users noticed a sharp increase in 
the amount of spam that bypassed  the 

filters and ended up in their inboxes.  

Spam like the sample to the left  -  
promoting weight loss supplements -  

bypassed  Gmailôs spam filters in May.  

Another example  (pictured below ) , offer s 
free HD or DVR.  

As of the time of publication of this report , 

Google ha d not offered an explanation for 
this malfunction  but at the end of April, a n employee assured the community in a 
Gmail forum that Google is 

investigating it and looking 
for a fix.  In June, another 

employee announced that 
several fixes had been 
implemented and that spam 

levels should go b ack to 
normal.  

Gmail subscribers should 

remember that Gmail i s a 
free service in beta stage; 

paid services are typically 
held to a higher standard 
than free services.  
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Source: Commtouch Labs  

Source: Commtouch Lab s 

Swine Flu Spam Invades Inboxes Around the World  

As the H1N1 flu (also known as ñswine fluò) began to ma ke  its way around the world 

and create panic among travelers, spammers tried to cash in on the frenzy. In May, 
analysts in t he Commtouch Labs reported on several  spam attacks that incorporated 

the phrase ñSwine Fluò as a means of social engineering ð the pandemic was  such a 
popular  topic this quarter  that recipients would  have been more likely to open a 
message related to it.  

Swine Flu Enhancement Spam  

In the first outbreak example 

(pictured to the right ), the 
emails included ñSwine Fluò in 

the subject line to grab a 
recipientôs attention. The body of 
the emails are  unrelated to the 

Swine Flu, but read much like 
sexual enhancement spam of the past.  

The links in both examples led to pharmacy sites featuring sexual enhanc ement 

drugs , not a Swine Flu vaccine.  

Directory Harvesting Swine flu Spam  

A later outbreak  was used to harvest 
email  addresses  for spammers. it 

appears that the spammers 
employed an automatic subject/body 

generator to formulate random  
combinations  of email subjects and 
content . In one example, the 

spammer combined the economic 
crisis (subject line) with the Swine 

Flu epidemic (body). The second 
email combined random names in 

the subject line  with both Paris Hilton and the  Swine Flu  in the body .  

While a harvesting attack is not sent to lure recipients to buy products from various 

Web sites or download malware, the emails are sent in huge numbers to check the 
validity of large groups of email addresses. Once valid email addresses have been 

harvested, spammers use the lists as targets for new attacks.  
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Source: Commtouch Labs  

Source: Commtouch Labs  

Web Security  Threats  
 
The Internet has become an indispensable part of everyday life and work, yet the 

massive growth of data coupled with a rapid increase in the number of individuals 
with Web access has introduced a variety of security issues.  

Malware Keeps Michael Jackson L egacy Alive  

In the wake of Michael 
Jacksonôs untimely death  at the 
end of June , cyber criminals 

began using  his name to flood 
the world with spam and 

malware. Shortly following his 
death, several news sources 
detailed harvesting spam 

campaigns that circulated the 
globe , for spammers  to verify 

email addresses by luring 
recipients to click on links.  

As the hours passed, the campaigns became more sophisticated and morp hed into 

blended threats  ï spam  messages with links to Web sites that contain malware. The 
outbreak sample pictured here reported ly  spread a virus that can disable firewalls 

and steal personal 

identifying 
information , 

including financial 
data.  

The link in the 
email led to th e 

page seen below, 
where one is 

prompted to 
download an 
executable file  that 

contains  the data -
stealing virus.  
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Hijacking Legitimate Web Sites  

In June, Commtouch Lab s identified a recent 

innovation spammers conceived to trick  email  
and Web  filters and  innocent email recipients  

and browsers . Its complexity demonstrates 
the  time and energy  hackers put  into 
hijacking a legitimate site and creatively 

redirecting users to their sites.  

In this case, a message  like the one pictu red abo ve  contained a  link that appeared 
to point to an educational Web site. Upon clicking, the link redirected to a  

pharmaceutical Web site.  

Commtouch Labs ascertained a unique redirection method ; typically such a message 
would include a simple code pointing the browser to the n ew site. Many URL filtering  
solutions  would recognize this simple redirect and flag it as suspicious , but these 

cyber -criminals programmed a  highly complicated redirect ion scheme . 

It started with this code, hidden between pages  hosted on a legitimate educatorôs 
site  which had been compromised by hackers :  
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Source: Commtouch Labs  

Source: Commtouch Labs  

Source: Commtouch Labs  

Decoding the %XX characters produced  this:  

 

The final decoded HTML looks like this  (a complex function that creates the 
redirection code and executes it ) :  

 

The intricate scripting and code 

produced a n HTML  redirect to th e site  
pictured to the right , which was  also 
infected with a Trojan.  

Typically, these pharmac eutical  sites 
just send spam to boost their sales, but 
this outbreak included a virus. It was a 

complicated scheme devised to bypass  
traditional spam and Web filters  and 

spread a Trojan .  

 

  


